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Just So You Know: False Claims of Hacked Voter Information Likely Intended to
Sow Distrust of U.S. Elections

The Federal Bureau of Investigation (FBI) and the Cybersecurity and Infrastructure Security Agency
(CISA) are issuing this announcement to raise awareness of attempts to undermine public confidence in
the security of U.S. election infrastructure through the spread of disinformation falsely claiming that
cyberattacks compromised U.S. voter registration databases.

Malicious actors continue to spread false or misleading information in an attempt to manipulate public
opinion and undermine confidence in U.S. democratic institutions. One of the most common tactics
involves using obtained voter registration information as evidence to support false claims that a cyber
operation compromised election infrastructure. The reality is that having access to voter registration
data is not by itself an indicator of a voter registration database compromise. Most U.S. voter
information can be purchased or otherwise legitimately acquired through publicly available sources. In
recent election cycles, when cyber actors have obtained voter registration information, the acquisition
of this data did not impact the voting process or election results.

As of this publication, the FBI and CISA have no information suggesting any cyberattack on U.S. election
infrastructure has prevented an election from occurring, changed voter registration information,
prevented an eligible voter from casting a ballot, compromised the integrity of any ballots cast, or
disrupted the ability to count votes or transmit unofficial election results in a timely manner.

The FBI and CISA urge the American public to critically evaluate claims of “hacked” or “leaked” voter
information and to remember that most voter registration information is available to the public.

Public Recommendations:

e Do not accept claims of intrusion at face value and remember that these claims may be meant to
influence public opinion and undermine the American people’s confidence in our democratic
process.

e Be cautious of social media posts, unsolicited emails from unfamiliar email addresses, or phone calls
or text messages from unknown phone numbers that make suspicious claims about the elections
process or its security.

e If you have questions about election security and/or administration in your jurisdiction, rely on state
and local government election officials as your trusted sources for election information.

e Visit your state and local elections office websites for accurate information about the elections
process. Many of these offices have websites that use a “.gov” domain, indicating they are an official
government site.
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Role of the FBI and CISA in Elections

The FBI and CISA coordinate closely with federal, state, local, and territorial election officials to provide
services and information to help election officials further secure election processes and maintain the
resilience of U.S. elections.

The FBI is responsible for investigating and prosecuting election crimes, foreign malign influence
operations, and malicious cyber activity targeting election infrastructure.

CISA, as the as the Sector Risk Management Agency for the Election Infrastructure subsector, helps
critical infrastructure owners and operators, including those in the election community, safeguard the
security and resilience of election infrastructure from physical, cyber, and operational security threats.

Victim Reporting and Additional Information

The FBI and CISA encourage the public to report information concerning suspicious or criminal activity,
such as ransomware attacks, to the FBI Internet Crime Complaint Center (IC3) at www.ic3.gov. Cyber
incidents can also be reported to CISA by calling 1-844-Say-CISA (1-844-729-2472),

mailing report@dhs.cisa.gov, or reporting online at cisa.gov/report.

For additional assistance, to include common terms and best practices, please visit:

e Stop Ransomware | CISA for additional resources to tackle ransomware more
effectively.

e CISA #Protect2024 for additional resources to protect against the cyber, physical, and
operational security risks to election infrastructure.

e Protected Voices for additional resources to protect against online foreign influence operations,
cyber threats, and federal election crimes.



https://usg02.safelinks.protection.office365.us/?url=http%3A%2F%2Fwww.ic3.gov%2F&data=05%7C02%7CFDSHAFFER%40FBI.GOV%7C78e774edb8d943fd91e008dcbb0ca11c%7C022914a9b95f4b7bbace551ce1a04071%7C0%7C0%7C638590910116322722%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=3Q7NUZ905JkyZfLsdBxuOUkoMsYbow1qPIAMVcXmacc%3D&reserved=0
https://usg02.safelinks.protection.office365.us/?url=https%3A%2F%2Fwww.ic3.gov%2FHome%2FEgress%3Furl%3Dmailto%253areport%2540dhs.cisa.gov%26h%3D6DAE25D1EB2DCA5FFE591DA5BFB741D5CD80EF46173380606E706D348E5402C9&data=05%7C02%7CFDSHAFFER%40FBI.GOV%7C78e774edb8d943fd91e008dcbb0ca11c%7C022914a9b95f4b7bbace551ce1a04071%7C0%7C0%7C638590910116326633%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=8V5Ll%2FmnsvKY6%2Fny81wiRfXU5B73Tp2xpH98zFxZteM%3D&reserved=0
https://usg02.safelinks.protection.office365.us/?url=http%3A%2F%2Fwww.cisa.gov%2Freport&data=05%7C02%7CFDSHAFFER%40FBI.GOV%7C78e774edb8d943fd91e008dcbb0ca11c%7C022914a9b95f4b7bbace551ce1a04071%7C0%7C0%7C638590910116329570%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=DcJl1YGwtvQG%2F5zyhgUAU1AKfU1ha0GSbrXqZqm5Z7M%3D&reserved=0
https://usg02.safelinks.protection.office365.us/?url=https%3A%2F%2Fwww.cisa.gov%2Fstopransomware&data=05%7C02%7CFDSHAFFER%40FBI.GOV%7C78e774edb8d943fd91e008dcbb0ca11c%7C022914a9b95f4b7bbace551ce1a04071%7C0%7C0%7C638590910116332787%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=Wt%2FYGS66oB9EgLCwJp%2FGO%2F2lmvXOLcB5cndB%2BFLMHw0%3D&reserved=0
https://usg02.safelinks.protection.office365.us/?url=https%3A%2F%2Fwww.cisa.gov%2Ftopics%2Felection-security%2Fprotect2024&data=05%7C02%7CFDSHAFFER%40FBI.GOV%7C78e774edb8d943fd91e008dcbb0ca11c%7C022914a9b95f4b7bbace551ce1a04071%7C0%7C0%7C638590910116336124%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=n9lGtXUZ5zJjfgdiywJB2ilcD7vFfuIs9wE64FGlUnI%3D&reserved=0
https://usg02.safelinks.protection.office365.us/?url=https%3A%2F%2Fwww.fbi.gov%2Finvestigate%2Fcounterintelligence%2Fforeign-influence%2Fprotected-voices&data=05%7C02%7CFDSHAFFER%40FBI.GOV%7C78e774edb8d943fd91e008dcbb0ca11c%7C022914a9b95f4b7bbace551ce1a04071%7C0%7C0%7C638590910116339763%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=6QnDwL9oPd8%2FbDBZXODHBShno5dIzxb8uCLhrxNd0WM%3D&reserved=0
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